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Abstract of the contribution: Proposes a solution for UE onboarding and remote provisioning for a PNI-NPN.
1. Introduction

This paper proposes a solution for UE onboarding and remote provisioning for a PNI-NPN.

2. Proposal

It is proposed for TR 23.700-07.
* * * * Start of Changes * * * *
6.X
Solution #X: UE onboarding and remote provisioning for a PNI-NPN
6.X.1
Introduction
Editor's note: This clause lists the key issue(s) addressed by this solution, and briefly the main principles of the solution.

The solution addresses the Key Issue #4 “UE Onboarding and remote provisioning” for a PNI-NPN.
There are several scenarios needed remote provisioning for a PNI-NPN UE, e.g.

1. All the subscribed S-NSSAIs of the PNI-NPN UE need Network Slice-Specific Authentication and Authorization (NSSAA) but the PNI-NPN UE doesn’t have the required non-3gpp credentials (without these non-3gpp credentials, the PNI-NPN UE cannot even register in the network successfully), e.g. some low cost PNI-NPN UEs may only subscribe a few S-NSSAIs providing services in vertical domain and all these S-NSSAIs need NSSAA.

2. The PDU session used to access the server which stores UE’s information including non-3gpp credentials needs secondary authentication but the PNI-NPN UE doesn’t have the required non-3gpp credentials (there is a deadlock if PNI-NPN UE needs non-3gpp credentials to obtain the same non-3gpp credentials), e.g. the server stored UE’s information including non-3gpp credentials may deployed in a vertical domain due to security concerns.

The following assumptions are considered:

· The UE is provisioned with PLMN subscription and credentials of UE side for accessing to PLMN.

· The UE is provisioned with onboarding credentials which are used by the Provisioning Server (PS) to authenticate the onboarding UE. The onboarding credentials may include a digital certificate of UE.
Editor’s Note: The exact definition and details of these onboarding credentials are FFS and need to be discussed with SA3.
Editor’s Note: The ownership of the Provisioning Server is FFS.
NOTE: How the PS authenticates the onboarding UE is out of 3GPP scope.
· The UE is provisioned with PS ID which is used by PLMN to select the PS. For example, the PS ID may be a vendor ID if the PS is owned by the vendor of UE or a PNI-NPN ID if the PS is in the vertical domain of the PNI-NPN.
· The UE is not provisioned with vertical credentials (e.g. non-3gpp credentials) for secondary authentication that grant access to vertical network attached to a PNI-NPN.
· The UE is not provisioned with PNI-NPN subscription, i.e., UE configurations for CAG selection or DNN/NSSAI selection.
· The PLMN is provisioned with PLMN subscription and credentials of network side. The PLMN subscription and credentials of network side may include an indication regarding to whether the UE is allowed for onboarding.

· The PLMN is pre-configured with the mapping information of the PS IDs and the corresponding PS addresses.
· The Provision Server is provisioned with PNI-NPN subscription and vertical credentials for updating onboarding UE.
· The Default Credential Server (DCS) is provisioned with on-boarding credentials to authenticate the UE.
6.X.2
Functional Description

Editor's note: This clause further details the solution principles and any assumptions made.
The procedure allows UE without PNI-NPN subscription and vertical credential but has PLMN subscription and credentials to obtain PNI-NPN subscription and vertical credential which are necessary for accessing PNI-NPN.
UE selects a PLMN cell or a PNI-NPN cell which supports UE onboarding based on broadcast information, and registers to the PLMN by using PLMN subscription and credentials with an onboarding indication. During the registration procedure, the PLMN uses the PS ID provided by UE to select the PS, and uses the UE ID and onboarding credentials provided by UE to retrieve UE’s PNI-NPN subscription and vertical credentials from the PS after the PS successfully authenticates UE based on onboarding credentials. Then the PLMN provides UE with UE’s vertical credential and PNI-NPN subscription in Registration Accept. After the onboarding procedure, the UE may deregister from the network or re-register to the network by using the provisioned PNI-NPN subscription and vertical credentials.

Editor’s Note: Whether the provision of credentials for secondary authentication or NSSAA is required needs to be confirmed by SA WG1.
6.X.3
Procedures

Editor's note: This clause describes procedures and information flows for the solution.
6.X.3.1
General
Figure 6.X.3-1 below shows a high-level flow of the actions need for a successful onboarding of the device into a PNI-NPN.
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Figure 6.X.3-1 High-level flow for onboarding of the UE to a PNI-NPN

The procedures includes the following steps:

(A) Pre-configuration: as depicts in clause 6.X.1.

(B) Initial Registration: The UE either manually or automatically discovers and selects the PLMN cell or PNI-NPN cell based on broadcast information. The UE identifies there are only the subscription and credentials for the PLMN which PNI-NPN belongs to but no subscription or credentials for the PNI-NPN. Then the UE registers to the PLMN by using the PLMN subscription and credentials with an onboarding indication. And the UE additional provides to the PLMN a UE ID, e.g. PEI, and onboarding credentials which are used by the Provisioning Server to identify and authenticate the onboarding UE, respectively. UE may also provide the PLMN a PS ID, which is used by PLMN to select the PS.
(B1) The PLMN retrieves PNI-NPN subscription and vertical credentials of the onboarding UE from the PS after the PS authenticates the onboarding UE by using onboarding credentials.
(B2) The PLMN provisions PNI-NPN subscription and vertical credentials to the onboarding UE in Registration Accept message.
(C) Access to vertical network: After UE gets its PNI-NPN subscription and vertical credentials, the UE can either (C1) de-registers from the current network or (C2) re-registers to the current network by using the PNI-NPN subscription and vertical credentials.
6.X.3.2
Initial Registration
The procedure is based on the initial registration of the UE specified in 3GPP TS 23.502 [x] clause 4.2.2.2. Figure 6.X.3-2 provides the sequence flows of the initial registration of the onboarding procedure.
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Figure 6.X.3-2 Initial registration procedures for UE onboarding for a PNI-NPN
1. The UE discovers a PLMN cell or a PNI-NPN cell which supports UE onboarding, e.g. based on specific broadcast information. The UE identifies there are only the subscription and credentials for the PLMN which PNI-NPN belongs to but no subscription or credentials for the PNI-NPN. The UE registers to the network by sending a Registration Request to AMF with an onboarding indication. The Registration Request also includes a UE ID, e.g. PEI, and onboarding credentials which are used by the Provisioning Server to identify and authenticate the onboarding UE, respectively. The Registration Request may also include a PS ID which is used by UDM to select the PS. The onboarding indication may also be provided to the NG-RAN for AMF selection.
2. The AMF initiates authentication and security procedure based on PLMN identity and credential.
3. The AMF sends a Nudm_SDM_Get request to UDM to retrieve subscription data including PNI-NPN subscription and vertical credentials for the onboarding UE. The request message includes an onboarding indication, a UE ID and onboarding credentials received from UE. The request message may also include the PS ID received from UE.
4. The UDM checks whether the UE allows onboarding. If so, the UDM sends a UE vertical credentials request to the PS selected by using the PS ID or by default configuration. The UE vertical credentials request includes UE ID and onboarding credentials.

4b. The PS may contact the Default Credential Server (DCS) to check the validity of the UE
5. If the authentication succeeds, the PS sends the PNI-NPN subscription and vertical credentials for the onboarding UE to UDM. If the authentication fails or the PS doesn’t have vertical credentials for the onboarding UE, the PS may include a corresponding fail cause value in UE vertical credentials response.
Editor’s Note: How to enable integrity and confidentiality of the PNI-NPN subscription and vertical credentials are FFS.
6. The UDM updates PNI-NPN subscription for onboarding UE and provides PNI-NPN subscription and vertical credentials for the onboarding UE to the AMF in Nudm_SDM_Get response. If the UE is not allowed for onboarding procedures or the UDM fails to retrieve PNI-NPN subscription and vertical credentials for the onboarding UE from the PS, the UDM sends the AMF a corresponding fail cause value in Nudm_SDM_Get response.
7. The AMF sends Registration Accept to the onboarding UE including PNI-NPN subscription and vertical credentials.
8-9. The UE may provide an acknowledgment to AMF and UDM that the UE received PNI-NPN subscription and vertical credentials.
10. The UDM may send an acknowledgment to the PS.
6.X.4
Impacts on existing entities and interfaces

Editor's note: This clause lists impacts to existing entities and interfaces.
* * * * End of Changes * * * *
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